Knowledge Base No. 05239

[Product Information] Memory Integrity and Virtualization-based security (VBS)

Memory integrity and VBS generate a secure, hardware-isolated environment which
improve security and protect the operating system from malicious attacks or
unauthorized access to the notebook.

MSI Notebooks that meet all requirements for Windows Security Level 2 have

memory integrity and VBS enabled by default, and users are able to make
adjustments in the Windows system based on personal preference.

Status Check & Adjustment

® Memory Integrity
1. Press the Windows key and type “Core isolation” and launch
2. Switch to set On/Off for Memory integrity
3. Click “Yes” to allow the change

*System restart is mandatory in order to take effect.

Windows Security

= Core isolation

Security features available on your device that use virtualization-based

securnty.

Memory integrity

Prevents attacks from inserting malicious code into high-securty

processes.

L] Off

® Virtualization-based security (VBS)
Press the Windows key— Type “System Information” and open the application

S System Information

File Edit View Help

M Item Value
# Hardware Resources Installed Physical Memory (RAM) 16.0 GB
# Components Total Physical Memory 15.7 GB
# Software Environment Available Physical Memory 8.47 GB
Total Virtual Memory 18.6 GB
Available Virtual Memory 114 GB
Page File Space 288 GB
Page File C\pagefile.sys
Kermnel DMA Protection On
IVirtualization based security Running I

*No additional option needs to be changed for VBS as the modification with
memory integrity will be applied to VBA simultaneously.
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